NEOSYSTEMS
TOTAL CUI SOLUTION

Expert Managed Services and Back Office Solution Support

Our end-to-end CUI (Controlled Unclassified Information) solution enables DFARS 7012 compliance to
keep your data secure and meet the 110 controls under the NIST 800-171 security standard.

B Security Planning
e Connect clients with recommended 3rd-party security assessment professionals and managed
security service providers that provide NIST 800-171 assessment services.

» Managed IT Services - DFARS-compliant Desktop as a Service (DaaS) or Workspaces
e A DFARS-compliant cloud solution featuring Virtual Desktops for
protecting and isolating CDI/CUI applications and data
¢ Applications supported include: MS Office, Exchange, Proofpoint, MS Project,
Citrix ShareFile and most Windows 10 compatible PC applications

» Managed Hosting Services - DFARS-compliant Application Hosting Services
e A DFARS-compliant cloud solution featuring Internet and private network
connectivity for protecting CDI/CUI applications and data
e Applications supported include: the Deltek suite of applications, IBM Cognos applications
and other COTS products that supports multi-factor authentication

» Log Management and Incident Reporting Services
¢ NeoSystems delivers tools for collection and storage of in-scope log data, along with
incident reporting and response services. We offer these through strategic partners
we have thoroughly vetted, in concert with our Managed IT Services.

NeoSystems Total CUI Engagement Process Duration

Step 1 +1-2 weeks
¢ NeoSystems introductory call with client to explain our process
¢ Client selects a security assessment provider from list of recommended vendors

Step 2 4 weeks
e Security gap analysis/assessment is performed by partner vendor
e Security plan and plan of action and milestones (POAM) to become DFARS 7012 compliant
is created
e Security assessment is completed; client shares conclusions and recommendations with
NeoSystems point of contact

Step 3 4-6 weeks
¢ Based on recommendations from security assessment provider, NeoSystems sets up Total CUI
solution featuring DFARS 7012-compliant data security environment and virtual workstations
» Managed IT Services
- DaaS with virtual desktops
» Managed Hosting Services
- Compliant cloud; support Deltek, IBM & other COTS products
» Client Site Log Management and Incident Reporting Services
- Requires managed IT services

For more information, visit our website at www.neosystemscorp.com/DFARS
or contact us at dfars@neosystemscorp.com
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Grow Ahead... We’ ve Got Your Back Ofﬁcem.

We Manage and Optimize Your Back Office.
You Manage Your Business.
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About NeoSystems Corporation
NeoSystems Corp., based in Tysons Corner, Virginia, delivers integrated strategic back office
services and solutions to enable, run, and secure commercial entities, government contractors,
and nonprofit organizations. Today, NeoSystems supports 700 companies and over 50,000
employees with its outsourced services and NeoSystems’ experts have implemented hundreds of
fully integrated financial and business management systems. Utilizing best of breed technology
and leveraging in-depth expertise in Accounting & Finance, Human Capital Management,
Contract Management, Hosting (SOC1/SOC2/NIST/DFARS/ITAR), and Information Technology,
our team enables companies to improve vital operations, reduce their overhead costs and
become compliant with complex requirements. NeoSystems is partnered with the world’s leading
software companies, including NetSuite, Deltek, Ultimate Software, IBM, and others to provide
HONOR ROLL best-in-class solutions. NeoSystems was recently named Deltek’s first and only Platinum Partner.
For the seventh year in a row, NeoSystems has been named one of America’s fastest growin
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