CMMC Supply
Chain Management

NeoSystems, a leading service provider of managed security and IT services to the Government Contracting communi-

ty, works closely with the public and private sectors to bring technology adoption to businesses of all sizes. As part of this
critical practice, NeoSystems has enabled hundreds of clients and partners to swiftly prepare for their Cybersecurity Maturity
Model Certification (CMMC) readiness posture by offering managed security and educational programs.
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NeoSystems has created a two tiered program to assist prime contractors with informing their suppliers of the CMMC re-
quirements. For prime contractors that only require notification to their supply chain, NeoSystems’ Tier 1 program, offered at
no charge, provides basic outreach and reporting capabilities. For prime contractors with hundreds or thousands of suppliers,
our Tier 2 option offers a customizable approach to training and outreach, including a portal that reports the status of their
supply chain as they move through the CMMC process.
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SUPPLIER BRIEFING

+ Letter sent to suppliers with prime-specific invitation code and link to registration page
(optional: this letter may be sent from the prime or from NeoSystems)

+ Customized outreach campaign to engage suppliers

+ Proactive engagement of stragglers based on list of suppliers provided by prime

SUPPLIER REGISTRATION PAGE
+ Suppliers sign up through the NeoSystems website -

+ Suppliers sign up through a prime-branded portal

SUPPLIER TRAINING

+ On-demand webinars
+ Customized, live webinars
* Prime-branded portal

+ Federal Publications Seminars (FPS) Accredited recorded courses

+ Resource repository of real-time CMMC content including links to thought leadership pieces,
articles, vlogs, blogs, and podcasts

« List of registered suppliers
* Prime-branded portal

+ Dashboard to track supplier engagement and CMMC readiness status

Contact us today at CMMC@neosystemscorp.com to learn more.
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+ Self-assessment questionnaire
+ Consultant-led assessment
+ Managed CMMC compliance package

» Dedicated secure cloud enclaves

Supplier Training

Approved Support Resources

Paid services that your suppliers can choose from to obtain CMMC compliance:

The NeoSystems CMMC training portal will provide subcontractors with CMMC-specific knowledge and training resources.
Free webinars, podcasts, official documentation and industry articles will be included in the portal. The NeoSystems CMMC

training webinar modules will be included in early May of 2020.

Module 1: Intro to CMMC

+ Threat overview

+ Motivations for CMMC

+ Goals and objectives of the program

Module 2: Certification Process
« What is known about certification

+ Charting the unknown

« Consequences for contractors

Module 3: The CMMC Model Framework
» Model overview

+ Decoding CMMC Lingo

+ CMMC Levels

Module 4: CMMC Levels 1 & 2
* Purpose and intent

* Required practices

+ Demonstrating maturity

Module 5: CMMC Level 3

* Purpose and intent

+ Required practices

+ What’s new beyond NIST SP 800-171
+ Demonstrating maturity

Module 6: Reference Security

Architecture for Handling CUI
» Hybrid IT architecture

+ Security program components

» Technical security practices

 IT operational practices

* Incident response and reporting

Module 7: CMMC Levels 4 & 5
* Purpose and intent

» Required practices

» Demonstrating maturity

Module 8: CMMC Preparation

» Scope of certification

+ Segmentation of networks and systems

» Selecting solutions

« Utilizing service providers

» Using cloud services to shift the compliance burden
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